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SS-ITRSM-2016/05/ESDS-ITPO-001

Dated: 16-May-2016

WEBSITE SECURITY AUDIT (SAFE TO HOST)
CERTIFICATE :
Department Name: INDIA TRADE PROMOTION ORGANISATION
Production Site URL: http:/indiatradefair.com/
Temporary Site URL: http://indiatradefair.com/

Security Testing Start Date: 19-April-2016
Security Testing End Date: 16 May 2016

Audited By: Sumit Ingole (infosect@sumasoft.net / +91.20.40130400)

Observation: The above web application it has undergone Security Audit and has been certified

to be safe from the known vulnerabilities. The contents audited were based on the web site URL

mentioned above.

Conclusion: We tested the web site along with the web application for OWASP Top Ten 2013

vulnerabilities. The said web site & web application is free from OWASP Top Ten known

vulnerabilities and is safe for hosting as on date of submission of the security certificate. The

website has dynamic pages meant to be available to public interaction.

Recommendations:

1. The site may be hosted with limited privileges of read and Script Execution permissions.

2. Operating System, Web server and Database server hardening needs to be in place for the

production server along with encrypted transport layer protection.

3. Update the website component to latest version.
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